Ruckus Cloudpath — Xirrus AP Integration

This document describes how to setup a Xirrus AP for integration into Ruckus Cloudpath for user
enrollment and policy management. This configuration was performed on Cloudpath 5.1 and Xirrus
XR630 AP running software version 8.2.4. This document assumes that the access point is operational
and has network connectivity. It also assumes that Cloudpath is operational. The workflow will be
discussed later in the document.

First we must configure Cloudpath to be the External Radius server for the AP.

Go to Configuration -> Security -> External Radius

Admin Management
Admin Privileges
Admin RADIUS
Management Control
Access Control List

Global Settings

Enter the information for Cloudpath Authentication and Accounting.

Note: This information is located on the Cloudpath server under Configuration —> Radius Server -> Radius
Server Settings.

Primary Server
Host Mame / IP Address:

labcp.cloudpath net

Port Number:

Shared Secret ! Verify Secret: Iooo.o.illocoooooooto ...liilllliil...llill

Accounting: Do

Accounting

Accounting Interval (seconds): . 300
The accounting

Primary Server Host Name / IP Address: . . . |Iabcp.cloudpath. net |
information will

Primary Server Port Number: |1813 |

auto populate.

Primary Server Shared Secret | Verify Secret: |lll...l.l....llllll. ||ooo.llllllllloooi|i| |




Configure the SSIDs:

Go to Configuration -> SSIDs -> SSID Management

A p—

Active APz

Access Control List

Honeypots

Personal WiFi

Create the Onboarding SSID.

Type the required name and click the linked name.

Create a New 55ID: | Xirus-Onboard|

S5ID: test

Kirmus-Onboard

Click OK.
pem——— T —
10.10.10.101

Note: New SSID is created disabled. Enable after
configurstion

Configure the following settings:

s Caariar LIETS 1) Rangd Caf OMCP Pual 1 Ope

L v v Ben

VLAN (optional)

Linked Name

—

Global

Fiter Link Encrypten | Authentess | Giooel Xirws Noammy  fiwen
I Werw | Cpen v ‘M.I o
Encryption is Web Page
and check




Configure the Redirect to Cloudpath:

351D Xirrug-Onboard Web Page Redirect Configuration

Landing Page URL: |

Background Image: page_bg.jpg
Logo Image: xirrus_logo.gif
Header Text File:

Footer Text File:

< [<l 1<l <]

Authentication Timeout {1 - 10080 or none): 120 | Minutes
Personal Wi-Fi: Cion O o O Timed
Server: ) Internal Splash Timeout (seconds): | Never
O Intemal Login RADIUS Authentication Type: PAP ® CHAP | MS-CHAP
I'@' External Login I HTTPS ® On Off
O cloud Redirect URL: Nhttps:ﬂlabcp.c loudpath.net/enrolliLab| |
O External Splash Redirect Secret: | |

'C:' Landing Page Cnly

The Redirect URL: is from
Cloudpath under the

Workflow Enrollment Portal
Create the Whitelist: URL

Enter a name and click create.

351D Xirrug-Onboard WPR Whiteligt Configuration

Mame

IClGudpath I b [ Create ]

Configure the Secure SSID

Type the required name and click the linked name.

Create a New 551D: | Xirrus-Securs

SSID: Xirrus-Onboar
Linked Name




Click OK

10.10.10.101
x

Mote: New SSID is created disabled. Enable after
configuration.

Configure the following settings:

S50 CLnablec Drocst Bang VLAN K) 1 Numbar QoS DNCP Poot { Opt Fitter Lint Encrypbaon | Authenticaton | Globs!
Larws Onbosa v ! ok | Cussl o 1:'-37 | T nora) X noce o Mene | Open .| M
Xaros.Sorurn W W 30m Mmane) | B noce) | o I WPAZ (283 19 o EIJI
VLAN (obtional) Encryption is
WPA2/802.1x
and check
Global

Save the configuration on the AP.

Xirrus-AP { 10.10.10.101 ) Lab
Uptime: 0 days, 1 hours, 52 mins




Cloudpath Information

Radius Server information:

RADIUS Server

RADIUS Server Settings

This system will need to be configured, using the IP, ports, and shared secret below, as the RADIUS server within your WLAN infrastructure or wired switches

IP Address: labcp.cloudpath.net Click the
Authentication Port: 1812 hourglass to
Accounting Port: 1813 see the Shared

Shared Secret: = O New Ri\:l-:l“ Set Secret Key
Workflow Information:

Workflow Status

E Xirrus . Published

Shows the
workflow is
published

The Enrollment Portal URL: https://labcp.cloudpath.net/enroll/Lab/Xirrus/

Enrollment Portal URL

3] fenrolliLabiXirrus/

Enrollment Portal URL:

Cloudpath Server Hosthame Portal URL




Workflow configuration:

Froperties Enroliment Frocess Look & Feel Snapshot(s) Advanced
»
Step 1: Require the user to accept the AUP NetAdmin AUP
»
Step 2: Prompt the user for credentials from Lab AD
»
Result: Maove user to Xirrus and assign certificate using BYOD Policy Template.



