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Standard Practices



Standard Practices

e Setastandard, document it, and stick to it:
o  Firewall naming conventions

Zone, object, and policy naming

Build subnets with growth in mind

Document you naming conventions

Backup your configurations

o O O O

e Have a different account for every user who has access to devices.

o Set the password to the admin account and lock it in a safe place never to be used again.
o  Configure 2FA/MFA

e Baseline your network and security. Do you know what normal looks like?

4 | ©2022 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



Standard Practices

Always add descriptions:

Security Policy Rule

General Source Destination Application Service/URL Category Actions Target Usage

Name | Block-QUIC-Traffid

Rule Type i universal (default)

Description [ Blocks Google Quic protocol traffic from the inside zone.

Tegs | ¢

Group Rules By Tag | None

Audit Comment |

Audit Comment Archive
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Standard Practices

e Get familiar with the CLI:
o Using the CLI Documentation
o CllJumpstart
o CLI Cheat Sheets

IF YOU WANT TO...

*» Show general system health information. .
> show system info

* Show percent usage of disk partitions. Include the optional files parameter to

s . i ; i > show system disk-space files
show information about inodes, which track file storage.

» Show the maximum log file size.
> show system logdb-gquota
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https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-cli-quick-start/use-the-cli
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-cli-quick-start/use-the-cli/cli-jump-start#ida3c274d7-4c4e-4a4c-b96e-ee43bd6441bc
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-cli-quick-start/cli-cheat-sheets

Standard Practices

e Scripting your configuration
e Build a script for every new firewall you add to Panorama

*xxxxx Default Configuration ***xx

configure

set deviceconfig system ip-address 172.31.45.25 netmask 255.255.255.0 default-gateway 172.31.45.1 dns-setting servers primary 172.31.50.18
set deviceconfig system panorama local-panorama panorama-server 172.31.45.10
commit

request content upgrade check

request content upgrade info

request content upgrade download <content version>

request system software check

request system software info

request system software download version 10.1.0

request system software download version 10.1.6

request system software install version 10.1.6

commit

request restart system

exid

7 | © 2022 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloalto

NETWORKS



Standard Practices

e Configurations are in XML format
e XML Basics

e Configuration Backups

Management | Operations | Services | Interfaces | Telemetry

Configuration Management

Revert Revert to last saved configuration
Revert to running configuration
Save Save named configuration snapshot
Save candidate configuration
Load Load named configuration snapshot

Load configuration version

l Export Export named configuration snapshot I

Export configuration version
Export device state

Import Import named configuration snapshot

Import device state

4 paloalto

NETWORKS



https://www.youtube.com/watch?v=XIi4u4ez0iI

Standard Practices

e FEolL Resources:
o  https://docs.paloaltonetworks.com/resources/eolttsort=relevancy&layout=card&numberOfResults=25
o 81,9.0,and 10.0 are EoL

e Upgrading Software

o Determine the upgrade path from your current version:
m  https:/docs.paloaltonetworks.com/pan-os/10-1/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os/de
termine-the-upgrade-path
o Determine the preferred releases software:
m  https://live.paloaltonetworks.com/t5/customer-resources/support-pan-os-software-release-guidance/ta-p/258304

e Example upgrade path for a firewall running 9.1.13 to 10.1.6-h6
Verify Dynamic Updates are up to date

Download and install 9.1.14-h4

Download 10.0

Download and install 10.0.11-h1

Upgrade Dynamic Updates

Download 10.1

Download and install 10.1.6-h6

Upgrade Dynamic Updates

0O O o 0O 0 O O O
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https://docs.paloaltonetworks.com/resources/eol#sort=relevancy&layout=card&numberOfResults=25
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os/determine-the-upgrade-path
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os/determine-the-upgrade-path
https://live.paloaltonetworks.com/t5/customer-resources/support-pan-os-software-release-guidance/ta-p/258304

Standard Practices

Compatibility

e What versions of software work with what devices
o  What version of Panorama will support a firewall running 11.0?
o  Willan 1.0 Panorama support a firewall running 9.1.x?
o What plugin version is compatible with my Panorama version?

e https:/docs.paloaltonetworks.com/compatibility-matrix



https://docs.paloaltonetworks.com/compatibility-matrix

Best Practices Documentation



Best Practices Documentation

e https:/docs.paloaltonetworks.com/best-practices

At Palo Alto Networks, it’s our mission to develop products and services that help you, our customer, detect and prevent successful
cyberattacks. We've developed our best practice documentation to help you do just that. Whether you're looking for the best way to secure
administrative access to your next-gen firewalls and Panorama, create best practice security policy to safely enable application access at the
internet gateway and the data center, or learn the best way roll out a decryption policy to prevent threats from sneaking into your network,
you will find the guidance you need here in our best practice documentation. And, our best practice library keeps growing and evolving to
keep up with the ever-changing threat landscape, so be sure to check back often!

. . Run the BPA
Transition to Best Practices 1

@ 2 Use Best Practices to
D videos, best practice . . Y Secure Administrative

assessment tools, and more help you learn about and apply Access
security best practices.
—
< 3 Use Content Update
Best Practices Assessment (BPA) Best Practices
—
Practice Internet
Gateway
—
Best Practices for Managing Administrative Access Best
Firewalls with Panorama Practices

I1ea tha Danarama Ract Dearticac 4 haln manada and and U caniare
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https://docs.paloaltonetworks.com/best-practices

Day 1 Configurations and Iron
Skillets



Day 1 Configuration

e Download a Day 1 Configuration for a registered device
e https:/support.paloaltonetworks.com/

Professional Services

Tools

Best Practice Assessment

PAN-DB URL Categorization A

Run Day 1 Configuration

e Note: A Day 1 Configuration will overwrite any configuration on the device!
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https://support.paloaltonetworks.com/

Day 1 Configuration

e Day1Configurations can be for Panorama or NGFW
e All devices must be registered in the system and have the appropriate licenses
registered

Run Day 1 Configuration

Please enter the Serial Number of the device, or cloud based firewall, for which you would like to create a Day 1 Configuration
Note: Placing a Day 1 Configuration on your firewall will replace any other configurations currently in place

Serialnumber; | Please enter o ——

Confirm Serial Number
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Day 1 Configuration

paloalto R T T — AQ
' N DAY 1 CONFIGURATION Management | Operations | Services | Interfaces | Telemetry
. Setup
DR Configuration Management
© Device Typ
Ve o specied > . ‘
Qg device iy @ pAN.OS Verion® . Revert Revert to last saved configuration

registration

s e Revert to running configuration

« Management Save Save named configuration snapshot
. @ Static

Save candidate configuration

Enter IP

Tk, ——— Load Load named configuration snapshot
deployment bet Mask *
— Load configuration version
Export Export named configuration snapshot
Export configuration version
v Loggi

e Export device state

Enter logging © SMTP Serw
o > .

o - I Import Import named configuration snapshot I

or: Import device state
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Iron Skillets

e Whatisan Iron Skillet?

o Instead of extensive and detailed ‘how to' documentation, the templates provide an easy to
implement configuration model that is use case agnostic. The emphasis is on key security
elements such as dynamic updates, security profiles, rules, and logging that should be consistent
across deployments.

e |ron Skillet Documentation
e |ron Skillet Github

¥ panos_v10.1 ~  iron-skillet / templates / panos /

L BoraMutluoglu Removed QoS snippet

BB baseline 10.1 first update

B ful Removed QoS snippet
B set_commands Full config Bug Fixes
BB snippets Full config Bug Fixes
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https://iron-skillet.readthedocs.io/en/docs_master/overview.html
https://github.com/topics/skillets

Iron Skillets

2641 lines (2641 sloc) | 162 KB 824 Lines (739 sl 711 KE
1 # set command configuration for panos vie.1
1 <config version="10.1.0" urldb="paloaltonetworks"> 2 # commands are expected to be loaded in order
2 <mgt-config> 3 # this template uses jinja format
3 <users> 4  # either 'search and replace' or the scripts in the tools dir can be used to create & loadable configuration
5
4 " i & ; 3 % s
6 # management interface configuraaias 2 pped if already online
5 <phash>{{ADMINISTRATOR_PASSWORD | md5_hash}}</phash> 7  set deviceconfig system hostnamefl{{ FW_NAME }
6 (93 8 set deviceconfig system ip-addre’ 1 g
9 i Fi K MGMT_MASK
7 <role-based> set deviceconfig system netmask {{ MGMT_MASK }}
180  set deviceconfig system default-gateway {{ MGMT_DG }}
8 <{superuser>yes</superuser> 11 set deviceconfig system dns-setting servers primary {{ DNS_1 }}
9 </role-based> 12  set deviceconfig system dns-setting servers secondary {{ DNS_2 }}
10 </permissions> 13
14  # alternate configuration for a management interface using DHCP
11 </entry> . p g ? €
15 set deviceconfig system type dhcp-client send-hostname yes
12 </users> 16 set deviceconfig system type dhcp-client send-client-id no
13 <password-complexity> 17 set deviceconfig system type dhcp-client accept-dhcp-hostname no
14 <enabled>yes</enabled> 18  set deviceconfig system type dhcp-client accept-dhcp-domain no
15 <minimum-length>12</minimum-length>
16 <minimum-uppercase-letters>1</minimum-uppercase-letters>
17 <minimum-lowercase-letters>1</minimum-lowercase-letters>
18 <minimum-numeric-letters>1</minimum-numeric-letters>
19 <minimum-special-characters>1</minimum-special-characters>
20 <block-username-inclusion>yes</block-username-inclusion>
21 <password-history-count>24</password-history-count>
22 <new-password-differs-by-characters>3</new-password-differs-by-characters>
23 </password-complexity>
24 </mgt-config>
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Panhandler

e Panhandleris an open-source application that allows you to import and playback any
skillet using a web interface.

e Panhandler Documentation

e Panhandler Quickstart

PANHANDLER ~ PAN-OS TOOLS ~

Recommended Repositories

Prisma Access Skillets  https://github.com/PaloAltoNetworks/prisma-access-skillets.git Import

CIS Benchmarks this solution allows a user to query PAN-OS NGFW configuration and system Import
information to determine alignment with the CIS benchmarks.

Home Skillets A basic Internet Gateway set of skillets including an IronSkillet baseline and 2-zone gold Import

security configuration. Ideal for starter deployments and SE PA-220 home usage.

Skillet Builder Tools A suite of tools to ease working with the PAN-OS NGFW XML configuration

Import
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https://panhandler.readthedocs.io/en/master/
https://live.paloaltonetworks.com/t5/quickplay-solutions-tools/install-and-get-started-with-panhandler/ta-p/307916

Panhandler

& Local Panorama paloalto ~

Local Panorama Local PAN-OS

Environments PaloAltoNetworks Panorama PaloAltoNetworks PAN-OS VM50

Create Environment clone. [

View Context

Clone Delete

LA-FWOT1 DC-FWO1

EVE-NG Firewall on LA network. EVE-NG Firewall on the DC network.

View SSH Public Key e =

Logout

Clear Cache
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Panhandler

Skillet Collections

Filter Related Collections Search

DIl Configure

Assess | Respond | Demonstrate

Best Practice IPSEC IronSkillet

4 Skillets in the Best Practice Collection 2 Skillets in the IPSEC Collection 11 Skillets in the IronSkillet Collection

21 | © 2022 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloalto



Panhandler

Render Template (20K

Customize Template: v10.0 Iron-Skillet Full XML Configuration for NGFW

Firewall hostname:

panos-01

firewall management IP type:

dhcp-client v

select if the management interface will use DHCP or static configuration
primary NTP server:

0.pool.ntp.org

secondary NTP server:

1.pool.ntp.org

admin username:

adminuser

admin password:

primary dns server:

8.8.8.8
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Panhandler

PANHANDLER ~ PAN-OS TOOLS ~

& DC-FWO01 paloalto ~
Continue Print  Save

Iron Skillet full validation
PAN-OS 10.0

West-FW01
2022-07-26 13:25:43

Validation Statistics

& A

Total Checks Checks Passed Checks Failed

Iron Skillet validation results

(]
N
w
N
[(e]

Validation Check

Result
threat content updates recurring every 30 minutes
AV content updates recurring every hour
WF content updates recurring real-time or every 1 minute
SNMPv3 instead of older versions

DNS primary and secondary servers configured

1< gl g2l
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Security Lifecycle Review



Security Lifecycle Assessment (SLR)

An assessment of network vulnerabilities, threats and risks

Visibility into traffic, URL activity, content, threats, loT devices, applications
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SLR

e Gettheinformation for the SLR

P —
|_j Scheduled Log Export StatS Dump File

‘E)_»., Software 3

) Clalriect Clen IGenerate Stats Dump File I 4m——
@ Dynamic Updates

A
2np Plugins

l VM-Series

preminbicenzcs i Stats Dump File

] Master Key and Diagnostics

Generate Stats Dump File

Last generated: 2022/07/25 12:0

v/ E\ Policy Recommendation

N
o
N
~N

|Download Stats Dump File (5.0K) | 4mm——
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SLR

Updates Generate New Report X
Generate New Report X
[ ]
Resources Account Information - ~
1t Name * PAN SE - [d tonetworks.com] Account Information UD'OSd R t

High Technology Multiple Files

ountry® United States

Geographic Region * North America, Latin America, Canada /[\

AN

nt Location * Perimeter/Int:
Drag & drop or browse to upload a stats dump file
P David Ellis T z B
English - g . g

Back Upload
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SLR

& Report Customization

Generating Report

Executive Summary
Applications at a Glance

Applications that Introduce
Risk

Advanced URL Filtering
Analysis

@ SLR Help Resources

= Report an Issue
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: EXECUTIVE SUMMARY FOR PAN SE -
[dellis@paloaltonetworks.com]

The Security Lifecycle Review summarizes the business and security risks facing PAN SE - [dellis@paloaltonetworks.com]. The data v
was gathered by Palo Alto Networks during the report time period. The report provides actionable intelligence around the application:
~z content, and threats traversing the network, including recommendations that can be employed to reduce the organization’s overall ri

Confidential Information - Do Not Redistribute

KEY FINDINGS

13 3

APPLICATIONS IN USE HIGH RISK APPLICATIONS
e

¥

7
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SLR and SaaS App Report {» PANORAMA

[Panorama v | Device Group | usidemo v

v :5: Logs Q
e SILRPDF Report @ e 0 name
% Threat
& URL Filtering
@ WildFire Submissions
Data Filtering
E2 HIP Match
e SaaS Application Usage Report %.’i’iﬁ‘:%‘“‘
B3} User-ID
;@ Decryption
(ﬁ; Tunnel Inspection
E Configuration
Authentication
[ Unified

SaaSAppUse-Feb2021

v @ Automated Correlation Engine
@ Correlation Objects
Correlated Events

v r(g App Scope
@] Summary
IE Change Monitor “
@ Threat Monitor
% Threat Map
Network Monitor
@ Traffic Map

v PDF Reports
Manage PDF Summary

I ;@Saa.SA;plladonUsage' I
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https://drive.google.com/file/d/1K99toCs5-KV2LbMc2aXacBosfQzaJC6S/view?usp=drive_link
https://drive.google.com/file/d/1KBImrpRdjd5xVKPFlBNzGUM_A62EkwIk/view?usp=drive_link

Best Practices Assessment



Best Practices Assessment

e Best Practices Assessments have been moved to the AlOps dashboard.
o The Hub (https://apps.paloaltonetworks.com)
e Benefits of a Best Practice Assessment

o A quick and easy assessment that provides a barometer of your security
implementation.

o Understand how to better protect your network by looking deep into your
security policy adoption.
o Improve your security team'’s efficiency by following easy-to-action
recommendations.
e Why Run a Best Practice Assessment?
o Adopting the built-in features of our Next-Generation Firewalls reduces
network security risks.
o The Best Practice Assessment identifies opportunities for remediation,
enabling you to:
m Reduce re-work and change requests due to misconfigurations
s Quickly understand where to focus your security team’s efforts.
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https://apps.paloaltonetworks.com

Best Practices Assessment

Dashboards

More Dashboards W

# Device Health Application Usage DNS Security WildFire I Best Practices Feature Adoption I Executive Summary PAN-OS CVEs
I Summary Security Identity Network Service Setup
= Device | Manager: Cloud Manager W IL. E"
Summary of Failed Checks
Review the security rules, profiles, and rulebases failing best practices checks (including Critical Security Controls o Security O Identity O Network O Service Setup
(CSC) checks) for each configuration type: Security, Network, Identity, and Service Setup.
Rules Profiles Rulebases
10 8
Failed Failed
@ Failed CSC checks 8 @ Failed CSC checks 0
You don’t have any profiles

Failed non-CSC checks 0 S Failed non-CSC checks 0

@ Failed CSC and non-CSC checks 2 @ Failed CSC and non-CSC checks 8

Unique Failed Checks 6 Unique Failed Checks 7
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Best Practices Assessment

# Device Health Application Usage DNS Security WildFire Best Practices Feature Adoption Executive Summary PAN-OS CVEs

Summary Security Identity Network Service Setup

= Device | Manager: Pznoramz v Location: All v Category:Rule v Checks: All Checks v CLI Remediations: All Checks v S LQ

Rules that Failed Checks Q

Here are the rules that are failing best practice and CSC checks. See where you can take quick action to fix failed checks.

A 1. Branch-to-Hub-Internal 2 Total failed checks Sessions (24 hours) :0 I & CLI Remediations are available I
Location:SD-WAN Branch U i i -
| Failed CSC checks Estimated time to fix:an hour
Type : Security Rule P ———
Associdled Securily Piofiles: 6
# Best Practice check name CSC Controls Recommendations NIST Time to fix CLI Remediations

A Security policy rule allows any application

instead of specifying the particular
. - - . applications the rule should control. Specify " o -
1 A Security policy rule with the Actionsetto All  9.2,12 the exact applications that youwant the Access Control 5 mins # View Remediations

rule to allow on your network (Policies >
Security > Application).

2 The ‘Service' is not configured in arule withthe  9.5,13.3 tse '3_;Jphcatlor3-defatl.llt' o def‘f‘e SELVEE Access Control an hour # View Remediations
ports in rules with an ‘Allow’ action.
v 2. Hub-to-Branch-Internal 1 Total failed checks Sessions (24 hours) : 0 # CLI Remediations are available
Focation=SD-WANCHub et e e e ; : Sxmi
| Failed CSC checks Estimated time to fix: 5 mins
Type : Security Rule PR —

Associated Security Profiles: é
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Best Practices Assessment
CLI Remediations X

This Remediationis for

Rule Name: Branch-to-Hub-Internal

Check Name: The ‘Service' is not configured in a rule with the 'Allow' action

/& Follow these steps to resolve the issue

allow rule Branch-to-Hub-Internal configured at device-group SD-WAN_Branch
post-rulebase has service any’ in service list. Replace service with service other
than 'any’

Run all of the following CLI command sets:

B deletedevice sroup SD-WAN Branch postulshase security rules Branch-4o-Fiob-rtemal senice

32t deoe-growp 'SD-WAN Branch! post-nulshess sacurty rules Branch-to-Hub-Infemal ssrace <any senace
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Best Practices Assessment
© Overall Adoption

DNS Security Logging
100% acopres 100% acoptes
Credential Theft Prevention Log Forwarding Profiles
7" 0 100% aceps
it
URL Filtering Profiles Wildfire Analysis Profiles
75% asoptea §§‘ 100% adoptea

Data Filtering ‘B\ Zone Protection
[*) % 0,
O A) Adopted Average ) O A) Adopted
g s
- /1 0/ £
g D70 3
é’ Adopted
£
£ 36% nNotadopted
File Blocking Profiles App-ID
100% acoptes 21% acoptes
DNS Sinkhole User-ID
100% acoptes 0% sacpres
%
reﬁt,ol_
Vulnerability Profiles ey, on Service/Port
100% asoptes 87% adsprea
Anti-Spyware Profiles Antivirus Profiles
100% Adopted 100% Adopted

22 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential inf

Adoption Details
App-ID

79% Not Adopted

79% of your policy rules hsve not sdopted App-ID

21% Adopted

21% of your policy rules hsve sdepted App-ID

Trend (ssadopted) Time Range: Past 90 Days

L S e e R R R e

0%
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AlOps



AlOps

e AlOps for NGFW gives you an overview of the health and security posture of your

next-generation firewall deployment to help you identify areas of improvement and
close security gaps.

Requires PAN-OS 10.0 or higher

Requires Cortex Data Lake (CDL) or Telemetry
Free or Premium Version

DNS Security Dashboard
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AlOps

Free Vs Premium (ver 3.0)

Strengthen security Proactively resolve Simplify management Security and health Engagement
posture firewall disruptions at scale alert notifications and support
Complete coverage in Detect and Prevent firewall across Prisma Access, Know when something for all firewall and AlOps
detecting security gaps health problems PA-Series, and VM series. needs attention for NGFW queries
n ity polici B - ~
that comply with best Detect hardware and [ Consistent configuration é . 3
m practices at the time of software system issues m management for uniform Alerts via email “Lil\f:g::\fno:n\i:;
k configuration 5 ~ # v f L )
L o N
Detect and remediate poli Predict operational a4 N
anomalies that :,eg,:delcy using Ady d ( Flexible configuration Alerts via integration Easy 1-click support ticket
security posture L L Al/ML ) —~ sharing with ServiceNow creation for system issues
- »
Maximize usage of i [ ) { r~ B
underutiized securty e, | I Awoven s bk e
capabilities J environment C Issue?
" J ~
[ Track adoption lifecycle of ) ~ [ 7 r ~
the configured security [ Scalable cloud-native Automatic ticket
features and services with | NEW | Capacity Analyzer architecture = ms;ip::n
added recommendations [N - L J
( ( < r Consistent security i)
Gain deeper insights with Incident and alert infi ucture
ST vest praciice andsecurity | LS e T ol enforcement
L posture dashboards L & J L points )
J r =
g Gain deeper insights with
[LE  ATP Dashboard NGFW SD-WAN dashboard
- J
I's Ve ~ G Available in Free version
CEDR S ey CETA Customized support upon
. L ue on J D Available in Premium With corresponding
{Paid version). Requires security subscription

* Refer full st here

CDL for minimum 30 days.

NEW = New features introduced in AlQps 3.0
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AlOps

Install a device certificate.

Setup CDL or Telemetry on NGFW and/or Panorama
Send information to CDL or Telemetry

ek Allow 24 hours between these steps *****
Activate your AlOps subscription in The Hub

#p HUB | Have an auth code? (CActivate App )

AlOpsfor NGFW  CloudIdentity Engine  Cortex Data Lake

Explore More Apps

Explore Apps from Palo Alto Networks

AlOps for NGFW

o
0'0 Device telemetry, log visualization and %‘5
reporting

Cloud Identity Engine 0 Cortex Data Lake 03 Cortex XSOAR
. = Enable Al-based innovations for

ty.

rcivere JET a3 ety einees

0 Cortex XSOAR Marketplace P Enterprise DLP =, Explore
and buy content packs ct sens Dive into your

loT Security
Discover, try 1y content DLP  Protectsensitive data and enable %"—‘ Al-powered loT discovery and security
on j :

ploy and
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https://apps.paloaltonetworks.com/apps

(' AlIOPps for NGFW Dashboards More Dashboards W'

FREE
Dasht d # Device Health Application Usage DNS Security WildFire Best Practices Feature Adoption Executive Summary
ashboards
Incidents and Alerts
Device Health Top 10 Device Health Scoreboard
Monitor
Unhealthy Devices Improving Scores Regressing Scores

Man

Health s Host Name SW Version Alerts 30 Day Score Change
@ 97 (Good) Denver-FW PA-VM 102.4-h4 2 o
@ Critical (0-65) 0 @ 97 (Good) Jackson-FW PAVM 10.2.4-ha 2 0
Total Onboarded Devices S00d) sheville-FW VM 24-ha 2
i 8 Poor(66-80) i @ 57 (Good) Asheville-FW PAVI 10.2.4-h. 2 0
1 | Fair (81:90) o @ 100 (Good) Panorama Panorama 10.24-ha 0 [
air (81-
¥ Delayed Telemetry @ God 5155 P! @ 100 (Good) PAVM-WAN PAVM 1026 o A1
@ 100 (Good) Home-WAN PA-240 11.0.2-h2 0 o
Overall Health Score Trend
@ TimeRange:Past30Days 'Y Add Filter Reset
Fair
Announcements
Poo
Help
Critical
wvid Ell 7 8 10 11 12 13 14 15 16 17 18 19 20 21 22 23 27 28 29 30 1 2 3 4 5 6
NOV DEC
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AlOps

System Demonstration (AlIOps and BPA)

e The Hub
o https://apps.paloaltonetworks.com
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Getting the most from your
firewall



Getting the most from your firewall

File Blocking

Cloud Delivered Security Services (CDSS)
Credential Theft Prevention

Zone Protection Policies

Geo Blocking Rules

Built-in External Dynamic Lists
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File Blocking

e Dbasic file blocking—Attach this profile to the Security policy rules that allow traffic to and from less
sensitive applications to block files that are commonly included in malware attack campaigns or that
have no real use case for upload/download. This profile blocks upload and download of PE files ( .scr,
cpl, dll, .ocx, .pif, .exe) , Java files (.class, .jar), Help files (chm, .hlp) and other potentially malicious file
types, including .vbe, .hta, wsf, .torrent, .7z, .rar, .bat. Additionally, it prompts users to acknowledge when
they attempt to download encrypted-rar or encrypted-zip files. This rule alerts on all other file types to
give you complete visibility into all file types coming in and out of your network.

e strict file blocking—Use this stricter profile on the Security policy rules that allow access to your most
sensitive applications. This profile blocks the same file types as the other profile, and additionally blocks
flash, .tar, multi-level encoding, .cab, .msi, encrypted-rar, and encrypted-zip files.
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File Blocking

e Objects -> Security Profiles -> File Blocking

File Blocking Profile (Read Only) @
Name
Description
O
]
Q Jitems | > X
D \ NAME APPLICATIONS FILE TYPES DIRECTION ACTION ’
D Block high risk file types = any 7z both block =
bat
chm
class
cpl
dil
exe
hip

RULE NAME APPLICATIONS FILE TYPES DIRECTION ACTION

Block high risk file types any 7z, bat, chm, class, cpl dll, exe, hip, hta, jar, ocx. PE, pif. rar,  both block
scr. torrent, vbe, wsf

Continue prompt encrypted files any encrypted-rar, encrypted-zip both continue

Log all other file types any any both alert
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CDSS

Advanced Threat Prevention (ATP)
Advanced Wildfire (AWF)
Advanced URL Filtering (AURL)
DNS Security (DNS)

Globalprotect (GP)

Saas Security Inline

Data Loss Prevention (DLP)
Internet of Things (loT)

e CDSS Documentation
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Credential Phishing Prevention

Phishing sites are sites that attackers disguise as legitimate websites with the intent to steal
user information, especially the credentials that provide access to your network. When a
phishing email enters a network, it takes just a single user to click the link and enter
credentials to set a breach into motion. You can detect and prevent in-progress phishing
attacks, thereby preventing credential theft, by controlling sites to which users can submit
corporate credentials based on the site’'s URL category. This allows you to block users from
submitting credentials to untrusted sites while allowing credential submissions to corporate
and sanctioned sites.

Credential phishing prevention works by scanning username and password submissions to
websites and comparing those submissions against valid corporate credentials. You can
choose what websites you want to either allow or block corporate credential submissions to
based on the URL category of the website. When the firewall detects a user attempting to
submit credentials to a site in a category you have restricted, it either displays a block
response page that prevents the user from submitting credentials or presents a continue
page that warns users against submitting credentials to sites in certain URL categories but
still allows them to continue with the submission. You can customize these block pages to
educate users against reusing corporate credentials, even on legitimate, non-phishing sites.
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Credential Phishing Prevention

e Enable User-ID

e Enable Best Practices AURL Filtering profile (AURL License Required)

e Add a decryption policy (optional but recommended)

e Configure AURL filtering profile for Credential Protection

e Apply profile to a policy

e Credential Phishing Prevention Doc

e Objects -> Security Policy -> URL Filtering
URL Filtering Profile (Read Only) @

Name
URL Filtering Profile (Read Only) o
Categories URL Filtering Settings User Credential Detection HTTP Header Insertion Inline ML
Name ]
Q e ——
Description USER
CREDENTIAL
Categories URL Filtering Settings =~ User Credential Detection g z:::::_omm. z:iACCESS i::cM'SSION N
v Pre-defined Categories
User Credential Detection -

[C] abortion alert block
[[]  abused-drugs alert block
] adut alert block
[[] alcohol-and-tobacco alert block
|:| auctions alert block

48 | © 2022 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

%o paloalto


https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/url-filtering/prevent-credential-phishing/set-up-credential-phishing-prevention

Credential Phishing Prevention

Using Al/ML to stop phishing attacks

URL Filtering Profile (Read Only)

®
Name

Description

Categories URL Filtering Settings User Credential Detection HTTP Header Insertion Inline ML
Available Models

Q

2items ) > X

MODEL DESCRIPTION ‘ ACTION l
Javascript Exploit Detection Machine Learning engine to dynamically detect  block

Javascript based exploitation attacks
Phishing Detection Machine Learning engine to dynamically identify block

credential phishing pages for panos versions

after 10.2.0

Exceptions

D ‘ CUSTOM URL CATEGORY/EDL ~
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Zone Protection Policies

Segmenting the network into functional and organizational zones reduces the network’s
attack surface—the portion of the network exposed to potential attackers. Zone protection
defends network zones against flood attacks, reconnaissance attempts, packet-based attacks,
and attacks that use non-IP protocols. Tailor a Zone Protection profile to protect each zone
(you can apply the same profile to similar zones). Denial-of-service (DoS) protection defends
specific critical systems against flood attacks, especially devices that user access from the
internet such as web servers and database servers, and protects resources from session
floods. Tailor DoS Protection profiles and policy rules to protect each set of critical devices.
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Zone Protection Policies

e Configuring Zone Protection Policies Documentation
e Network -> Network Profiles -> Zone Protection

Zone Protection Profile - lab_stack (Read Only) @

Name

Description

Flood Protection Reconnaissance Protection

SYN
Action

Alarm Rate (connections/sec)

Activate (connections/sec)

Maximum (connections/sec)

uDP

Alarm Rate {connections/sec)

Activate {connections/sec)

Maximum {connections/sec)

Packet Based Attack Protection

ICMP

Alarm Rate {connections/sec)

Activate (connections/sec)

Maximum (connections/sec)

ICMPvé6

Alarm Rate (connections/sec)

Activate {connections/sec)

Maximum {connections/sec)
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Protocol Protection Ethernet SGT Protection

Other IP
Alarm Rate {connections/sec)
Activate (connections/sec)

Maximum {connections/sec}

Cancel

4y paloaltor

NETWORKS


https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/zone-protection-and-dos-protection/configure-zone-protection-to-increase-network-security

Geo Blocking Rules

What are Geolocation and Geoblocking?

Geolocation is the estimation of the real-world geographic location of an object. In our
specific use case, | am referring to the physical location of your PC, laptop, mobile device, or
from the servers you are trying to reach.

Geoblocking is when you start restricting or allowing access to content based on the
geolocation.

The next-generation firewall supports creation of policy rules that apply to specified countries
or regions. The region is available as an option when specifying source and destination for
security policies, decryption policies, and DoS policies. You can choose from a standard list of
countries or use the region settings described in this section to define custom regions to
include as options for security policy rules.
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Geo Blocking Rules

e Geoblocking Documentation
e Verify PAN-OS IP Region Mapping

3 | Known-Bad-Countries-Inbound lab_dg none universal any @ CN
@R
@«p
@-ru
4 | Known-Bad-Countries-Outbound lab_dg none universal any any
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& application-... Deny
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Geo Blocking Rules

e Block all except rule option

Security Policy Rule

General Source Destination Application Service/URL Category Actions

[J Any [] Any

O ‘ SOURCE ZONE A | O ‘ SOURCE ADDRESS A |

[Be |

®Add ) Delets B Add O Delete

Negate

54 | © 2022 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloalto



Built-in External Dynamic Lists

With an active Threat Prevention license, Palo Alto Networks provides built-in IP address EDLs that you can
use to protect against malicious hosts.

° Palo Alto Networks Bulletproof I[P Addresses—Contains IP addresses provided by bulletproof hosting providers. Because
bulletproof hosting providers place few, if any, restrictions on content, attackers frequently use these services to host and
distribute malicious, illegal, and unethical material.

° Palo Alto Networks High-Risk IP Addresses—Contains malicious |IP addresses from threat advisories issued by trusted
third-party organizations. Palo Alto Networks compiles the list of threat advisories, but does not have direct evidence of the
maliciousness of the IP addresses.

° Palo Alto Networks Known Malicious IP Addresses—Contains IP addresses that are verified malicious based on WildFire
analysis, Unit 42 research, and data gathered from telemetry (Share Threat Intelligence with Palo Alto Networks). Attackers
use these IP addresses almost exclusively to distribute malware, initiate command-and-control activity, and launch attacks.

° Palo Alto Networks Tor Exit IP Addresses—Contains IP addresses supplied by multiple providers and validated with Palo Alto
Networks threat intelligence data as active Tor exit nodes. Traffic from Tor exit nodes can serve a legitimate purpose,
however, is disproportionately associated with malicious activity, especially in enterprise environments.

The firewall receives updates for these feeds in content updates, allowing the firewall to automatically enforce
policy based on the latest threat intelligence from Palo Alto Networks. You cannot modify the contents of the
built-in lists. Use them as-is (see Enforce Policy on an External Dynamic List), or create a custom external
dynamic list that uses one of the lists as a source (see Configure the Firewall to Access an External Dynamic
List) and exclude entries from the list as needed.
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Built-in External Dynamic Lists

e Built-in EDL Documentation

e Objects -> External Dynamic Lists

[ Panorama

v]

@ Addresses
% Address Groups
@ Regions
,g, Dynamic User Groups
Ig Applications
Application Groups
[5?, Application Filters
&8 Services
% Service Groups
@ Tags
3 Devices
v @, GlobalProtect
) HIP Objects
E3 HIP Profiles
[ External Dynamic Lists
v @ Custom Objects
@ Data Patterns
@ Spyware
@ Vulnerability
@ URL Category

—~

Device Group [ lab_dg

o Q

o

O I NAME

« Dynamic IP Lists

[J | Palo Aito Networks -

[[]  Palo Alto Networks -

[ | Palo Alto Networks -

D Palo Alto Networks -

« Dynamic URL Lists

[C] | Palo Alto Networks -

v]

\ LOCATION
Tor exit IP addresses Predefined
Bulletproof P addresses Predefined
High risk IP addresses Predefined
Known malicious IP addresses Predefined

Authentication Portal Exclude List | Predefined
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Built-in External Dynamic Lists

e Create policies for inbound and outbound traffic
e Build under Policies

Source Destination
NAME LOCATION TAGS TYPE ZONE ADDRESS USER DEVICE ZONE ADDRESS DEVICE APPLICATION SERVICE ACTION
1 | Known-Bad-EDL-Inbound lab_dg none universal any @ Palo Alto Netw... | any any any any any any % application-... Deny

@ Palo Alto Netw...
@ Palo Alto Netw...
[@ Palo Alto Netw...

2  Known-Bad-EDL-Outbound lab_dg none universal any any any any any @ Palo Alto Netw... any any ?g application-... Deny

[@ Palo Alto Netw...
[ Palo Alto Netw...

[ Palo Alto Netw...
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Zero Trust



Zero Trust

What is Zero Trust

Zero Trust Best Practices
Methodology - Web Link
APP-1D

Content-1D

User-ID

Decryption
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What is Zero Trust?

e Zero Trust is a business-driven, strategic approach to securing your most critical data,
applications, assets, and services (DAAS) as well as your users based on what is
important to your particular business, in a protect surface. Zero Trust strategy is
infrastructure-neutral, so you can apply it to all physical and virtual locations—network,
public cloud, private cloud, and endpoint. The concept behind Zero Trust is simple: trust
is a vulnerability. Trust nothing in the digital environment—packets, identities, devices, or
services—and verify everything. There is no such thing as default trust.

e Implementing the strategy is not something you do once and cookie-cutter copy from
network to network because each environment and protect surface is different. As
businesses change over time, the goals and DAAS elements also change. Strategy is
business-specific and security strategy is specific to protecting what's important to your
particular business.

e The goal of Zero Trust strategy is to eliminate trust from the network. Eliminating trust
helps prevent successful data breaches, simplifies operations through automation and a
reduced rulebase, and simplifies regulatory compliance and audits because Zero Trust
environments are desighed for compliance and easy auditing.
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Zero Trust Best Practices

The following best practices prepare for and help you transition your network to a Zero Trust architecture:

+ Define your desired business outcomes before architecting your Zero Trust environment. The Zero Trust model supports and enables secure business functions.

+ Design from the inside-out instead of from the outside-in to protect what's most valuable to your business first. Your most valuable assets are more likely to be in your
data center than at your perimeter.

* Use an integrated, centrally managed platform that reduces the total cost of ownership, rather than a collection of point products that don’t work well together. Palo Alto
Networks shares information among platform elements and enables centralized management and simplified operation using Panorama, GlobalProtect, and Prisma Access
to provide consistent policy, prevention, and protection across all locations.

* Use Palo Alto Networks Next-Generation Firewalls as segmentation gateways to consolidate security technologies on one platform and to apply consistent security policy
in all locations natively at Layer 7 using App-ID, User-ID, and Content-ID. A segmentation gateway segments and controls the network based on applications, users, and
data, and should provide granular access control and secure all traffic as it crosses microperimeters and gains access to a protect surface.

* Segment your network based on what’s valuable to your business to prevent unauthorized lateral movement.

« Apply the principle of least-privilege access to your protect surfaces. Determine who needs access to what resources, how they need access, and when they need access.
Allow only the exact level of access required for each user and device, assert identity (including proper authorization), and then map Layer 7 policy to identity.

« Decrypt, inspect, and log every packet through Layer 7 that regulations, compliance, and your business practices allow you to inspect. You must inspect and log Layer 7
traffic. Remember, every attacker knows how to bypass security controls at Layer 3 and Layer 4.

* Create a strategy for tagging workloads to group objects and registering tags dynamically to help automate security policy.

« Develop processes to operate, maintain, and continually update prevention controls as you develop your strategy and design the network. Document processes, educate
and train personnel, set baselines, and measure progress against the baselines.

« Transition to a Zero Trust environment gradually, one segment at a time, beginning with one or more non-critical segments from which you learn and gain experience. Zero
Trust segments coexist with legacy segments, so you can use a safe, iterative approach instead of a risky rip-and-replace approach.
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Zero Trust Methodology

e Zero Trust 5 Step Methodology
o  Define your Protect Surface

n Data
m  Application
n Assets

n Services
o  Map the Protect Surface Transaction flows
o Architect a Zero Trust Network
o Create Zero Trust Policies

m Kipling Method

° Who

What
When
Where
Why
How
o Monitor and Maintain the Network
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Zero Trust Methodology

The Kipling Method enables you to create security policy that defends each protect surface appropriately because it leads you to understand who should have access, how

they should have access, when they should have access, and the protections to apply. You develop policy rules by developing business statements based on the Kipling
Method. For example:

WHO WHAT WHEN WHERE WHY HOW
Method User-ID App-ID Time limits System object Classification Content-1D
On-Premise Epic_Users Epic Any Epic_Srvr Toxic (data has high Decrypt, inspect (security
value) profiles), log traffic
Cloud Sales Salesforce Working hours USA Toxic (data has high Decrypt, inspect (security
value) profiles), log traffic
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Zero Trust - APP-ID

App-ID, a patented traffic classification system only available in Palo Alto Networks
firewalls, determines what an application is irrespective of port, protocol, encryption
(SSH or SSL) or any other evasive tactic used by the application. It applies multiple

classification mechanisms—application signatures, application protocol decoding, and
heuristics—to your network traffic stream to accurately identify applications.

e New and modified App-IDs are delivered to the firewall as part of Applications and
Threats Content Updates.

e 4k+ Applications with NGFW and 1ek+ applications with Saas license
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Zero Trust - APP-ID

e View Applications
o  Panorama or NGFW - Objects -> Applications
o Applipedia

Device Group | lab_dg v |
Search Q All v X Clear Filters
CATEGORY ~ SUBCATEGORY ~ RISK ~ TAGS ~
1247 business-systems 54 audio-streaming & 1623 u 15
447 collaboration 24 auth-service |
978 A "
355 general-internet 5 content-management 568 B3 2
323 media 41 database 87
495 networking 2 design 36
808 saas 89 email 143 k¥l Entertainment Video
2 unknown 72 encrypted-tunnel
s
NAME LOCATION CATEGORY SUBCATEGORY RISK TAGS
100bao general-internet file-sharing

iec-60870-5-104

O

(I

D @ 104apci-supervisory business-systems ics-protocols B
D @ 104apci-unnumbered business-systems ics-protocols
L__] 104apci-unnumbered-startdt-act business-systems ics-protocols u
D @ 104apci-unnumbered-startdt-con business-systems ics-protocols B
D @ 104apci-unnumbered-stopdt-act business-systems ics-protocols n
‘D @ 104apci-unnumbered-stopdt-con business-systems ics-protocols ﬂ
D @ 104apci-unnumbered-test-act business-systems ics-protocols B
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Zero Trust - APP-ID

e Building Policies by Application
o Create an application filter - Objects -> Application Filters -> ADD
o  Build a policy with the application filter

Application Filter @
NAME i'Googlc Apps ‘ E [[] Disable override ] Apply to New App-IDsonly X Clear Filters 18 matching af
CATEGORY ~ SUBCATEGORY A RISK A TAGS A CHARACTERISTIC A
1 general-internet 5 email 8 0 - 1 Evasive A - -,
17 saas 1 file-sharing 5 E I 2 Excessive Bandwidth secur“:y POIIcy RU|e
2 intemet-utility 5 ﬂ B DLP App Exclusion | 4 HIPAA I
10 office-programs 2 13 No Certifications General Source Destination Application Service/URL Category Actions
: e 17 SaaS i
B <o O Any €
13 Transfers Files :
rov——— ” e = 0O | APPLICATIONS A C
NAME LOCATION CATEGORY SUBCATEGO  RISK TAGS STANDARD PORTS EXCLUDE % (=1 g I
gmail (5 out of 85 [sanctioned| - = - 4
i Application Filter -
B3 email-base saas email 4] @ 443,465,587,80.993.¢ B Google Apps ol
£ email-downlo saas email m 443 1cp New [ Application Filter Application Group
gmail-enterpr saas email B Web 44380.tcp
8 G Suite} =
Page 1| of1 Displaying 1 - 21 of 21

Show Technology Column “ Cancel
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Zero Trust - Content-ID

e Content-ID combines a real-time threat prevention engine with a comprehensive URL
database and elements of application identification to limit unauthorized data and file
transfers and detect and block a wide range of exploits, malware, dangerous web surfing
as well as targeted and unknown threats. The application visibility and control delivered
by App-ID, combined with the content inspection enabled by Content-ID means that IT
departments can regain control over application traffic and related content.

e Advanced Threat Prevention
e Advanced URL Filtering
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Zero Trust - User-ID

e User-ID™ enables you to identify all users on your network using a variety of techniques
to ensure that you can identify users in all locations using a variety of access methods
and operating systems, including Microsoft Windows, Apple iOS, Mac OS, Android, and
Linux®/UNIX. Knowing who your users are instead of just their IP addresses enables:

o  Visibility—Improved visibility into application usage based on users gives you a more relevant
picture of network activity. The power of User-ID becomes evident when you notice a strange or
unfamiliar application on your network.

o  Policy control—Tying user information to Security policy rules improves safe enablement of
applications traversing the network and ensures that only those users who have a business need
for an application have access.

o Logging, reporting, forensics—If a security incident occurs, forensics analysis and reporting based
on user information rather than just IP addresses provides a more complete picture of the
incident.

e To enforce user- and group-based policies, the firewall must be able to map the IP
addresses in the packets it receives to usernames. User-1D provides many mechanisms
to collect this User Mapping information.
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Zero Trust - User-ID

g)

(@) LA Thied Party. ThirdParty  1evminal Services
Controller  proxy VPN Agent
User/Group : : : : Third Party Proxy
Aruba/CI:ear Pass Map:pmg V ' V V ¥
A4 \4 SYSLOG LISTENING PORT MAPPING XFF HEADERS

XML API . a ‘ ange N
eDirectory
Microsoft i
GP Active Directory :
] :

Global?rotect Captive \4 V V
z POftaI SERVER MONITORING
\4 A4
USER AUTHENTICATION CLIENT PROBING
Micosoft Active

Windows Clients

Directory, LDAP

|

REPORT & ENFORCE POLICY
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Zero Trust - User-ID

e Userto Group Mapping
o Add an LDAP Server Profile - Device -> Server Profile -> LDAP
o  Configure Group Mapping - Device -> User Identification -> Group Mapping Settings

e Userto IP Mapping

The way you do this depends on where your users are located and what types of systems they are using, and what systems on your network are collecting login
and logout events for your users. You must configure one or more User-ID agents to enable User Mapping:

o Configure User Mapping Using the Windows User-1D Agent.

o Configure User Mapping Using the PAN-OS Integrated User-ID Agent.
o Configure User-ID to Monitor Syslog Senders for User Mapping.

o Configure User Mapping for Terminal Server Users.

o Send User Mappings to User-1D Using the XML API.

o Insert Username in HTTP Headers.
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Zero Trust - User-ID

SOURCE
FROM DYNAMIC
RECEIVE TIME TYPE ZONE TO ZONE~ | SOURCE SOURCE USER ADDRESS GROUP
@ 07/26 15:35:35 | end inside outside 172.16.32.101 netadminlab\sue
@ 07/26 15:35:35 end inside outside 172.16.32.101 netadminlab\sue
@ 07/26 15:35:35 | end inside outside 172.16.32.101 netadminlab\sue
@ 07/26 15:35:35  end inside outside 172.16.32.101 netadminlab\sue
IQ 07/26 15:35:35 | end inside outside 172.16.32.101 netadminlab\sue
@ 07/26 15:35:35 end tunnel z... | inside 172.16.34.1 netadminlab\svc_paloalto
@ 07/26 15:35:30 | end inside outside 172.16.32.25
@ 07/26 15:35:30 end inside outside 172.16.32.101
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Zero Trust - Decryption

The Secure Sockets Layer (SSL) and Secure Shell (SSH) encryption protocols secure traffic between two entities, such as a web server and a client. SSL and SSH encapsulate
traffic, encrypting data so that it is meaningless to entities other than the client and server with the certificates to affirm trust between the devices and the keys to decode the

data. Decrypt SSL and SSH traffic to:

Prevent malware concealed as encrypted traffic from being introduced into your network. For example, an attacker compromises a website that uses SSL encryption.
Employees visit that website and unknowingly download an exploit or malware. The malware then uses the infected employee endpoint to move laterally through the

network and compromise other systems.
* Prevent sensitive information from moving outside the network.

* Ensure the appropriate applications are running on a secure network.

+ Selectively decrypt traffic; for example, create a Decryption policy and profile to exclude traffic for financial or healthcare sites from decryption.

Palo Alto Networks firewall decryption is policy-based, and can decrypt, inspect, and control inbound and outbound SSL and SSH connections. A Decryption policy enables
you to specify traffic to decrypt by destination, source, service, or URL category, and to block, restrict, or forward the specified traffic according to the security settings in the
associated Decryption profile. A Decryption profile controls SSL protocols, certificate verification, and failure checks to prevent traffic that uses weak algorithms or
unsupported modes from accessing the network. The firewall uses certificates and keys to decrypt traffic to plaintext, and then enforces App-ID and security settings on the
plaintext traffic, including Decryption, Antivirus, Vulnerability, Anti-Spyware, URL Filtering, WildFire, and File-Blocking profiles. After decrypting and inspecting traffic, the
firewall re-encrypts the plaintext traffic as it exits the firewall to ensure privacy and security.

The firewall provides three types of Decryption policy rules: SSL Forward Proxy to control outbound SSL traffic, SSL Inbound Inspection to control inbound SSL traffic, and
SSH Proxy to control tunneled SSH traffic. You can attach a Decryption profile to a policy rule to apply granular access settings to traffic, such as checks for server certificates,
unsupported modes, and failures.

SSL decryption (both forward proxy and inbound inspection) requires certificates to establish the firewall as a trusted third party, and to establish trust between a client and a
server to secure an SSL/TLS connection. You can also use certificates when excluding servers from SSL decryption for technical reasons (the site breaks decryption for
reasons such as certificate pinning, unsupported ciphers, or mutual authentication). SSH decryption does not require certificates.

4y paloaltor
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Zero Trust - Decryption

e Set Goals

o  What traffic can and cannot be decrypted
e Work with Stakeholders
e Develop a Plan

o  PKldeployment
[ Windows CA

e Take a Baseline
o  Firewall sizing
o  CPU Utilization
e Plan a Staged Deployment
Few Users
Few users in different areas of the business
Larger subsets of users
Decrypt it ALL!

o O O O
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Zero Trust - Decryption

e Configure Certificates

e Configure Decryption Profiles
o  SSL Inbound Inspection
o  SSL Forward Proxy
o  SSH Proxy
o  No-Decryption Profile
e Configure Decrypt and Non-Decrypt Policies
e SSL Decryption Exclusion List
o  Predefined list from Palo Alto
e Block Google Quick UDP Internet Connections Protocol (QUIC)
e Forward decrypted SSL traffic to Wildfire
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Certificates

e Example:
o Deploy a Microsoft Windows Server Enterprise Certificate Authority (CA and Web)
o  Generate a Certificate Request - Device -> Certificate Management -> Certificates

o Import I Generatel S t Certificate (@) PDF/CSV

o  Get a certificate from the Windows CA Web Portal
o Deploy Certificates to all AD managed users and computers via GPO
o  Works for decryption and Global Protect
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Certificates - Continued

e Configure an SSL/TLS Service Profile
o  Device -> Certificate Management -> SSL/TLS Service Profile

SSL/TLS Service Profile @
Name || |
Shared
Certificate b s

Protocol Settings

Min Version | TLSv1.0 v
Max Version | Max v
Cancel

76 | © 2022 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloalto



Decryption Profile

e Create a Decryption Profile
o  Objects -> Decryption -> Decryption Profile

Decryption Profile @

Name I Recommended_Decryption_Profilg I

Decryption Mirroring

Interface | None v

[] Forwarded Only

SSL Decryption No Decryption SSH Proxy

SSL Forward Proxy SSL Inbound Inspection SSL Protocol Settings

Server Certificate Verification Unsupported Mode Checks
Block sessions with expired certificates Block sessions with unsupported versions
Block sessions with untrusted issuers Block sessions with unsupported cipher suites
Block sessions with unknown certificate status [ Block sessions with client authentication

Block sessions on certificate status check timeout
Failure Checks

[] Restrict certificate extensions Details
[ Block sessions if resources not available
[[] Append certificate’s CN value to SAN extension ] Block sessions if HSM not availab
jock sessions i not available
[ Block downgrade on no resource

Client Extension

[ strip ALPN

ch

n information ed for 12 hours, 50 futun een the same host and server pair are not decrypted. Check

“ Canee!
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Decryption Policy

e Create a Decryption Policy
o  Policies -> Decryption

Decryption Policy Rule ©)

General Source Destination Service/URL Category | Options | Target

Action | Decrypt v

Type SSL Forward Proxy v

Decryption Profile [ v
Log Settings

[ Log Successful SSL Handshake
Log Unsuccessful SSL Handshake

Log Forwarding 1 7dé}adlrl iV

Packet Broker
Profile

Cancel
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Block Google QUIC

Service @

Name | quic_udp_ports
Description
Protocol () TCP ) UDP
Destination Port | 80, 443

Source Port

Session Timeout ° Inherit from application ") Override

4

Tags

Security Q

32 NAT Source Destination
2 Qos T T r

& Policy Based Forwarding NAME TAGS | TYPE ZONE ADDRESS USER

any any any B2 13-untrust any any any % quic_udp_ports Deny

DEVICE APPLICATION | SERVICE ACTION
| |

DEVICE ZONE | ADDRESS
|

Decryption
ecryption 1 Block QUIC UDP none universal A 13-vian-Lrust

@ Tunnel Inspection

B Application Override B2 Sinkhole
; nti n :

7 Authenticatior 2 | Block QUIC none universal B2 13-vian-trust any any any A 13-untrust any any quic ’ofb application-default Deny

@ DoS Protection O

@ sp-wan P Sinkhole

4y paloalto
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Expedition



Expedition

EXPEDITION

Expedition is the fourth evolution of the Palo Alto Networks Migration Tool. The purpose of this tool is to help reduce the time and efforts of migrating a configuration from a supported vendor to Palo

Alto Networks.

By using Expedition, everyone can convert a configuration from Checkpoint, Cisco. or any other vendor to a PAN-OS and give you more time to improve the results. Expedition 3 added some

functionalities to allow our customers to enforce security policies based on App-1D and User-ID as well. READ MORE

NOTE: Expedition is supported by the community as best effort. The Palo Alto Networks TAC does not provide support, so please post your questions in the Expedition discussions area.

e [Expedition Live Page
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https://live.paloaltonetworks.com/t5/expedition/ct-p/migration_tool

Expedition

@ oaswposrn [ proxcts [ oevices R\ swweers &3 seTTmes 3 106 @ e

expedition [
Retease Date

BestPractices

o

|2 Jo@sHIsTORY

200

240

150

120

040

© EXPEDITION RELEASE INFORMATION

Vaiue
Exgedition VM
1084
May 15th 2018

210

PENDING 0
EE 0o M

W REMOVEALL

@ MUHEALTH

Usage %

1 out of 400%

Q87 ot of 384GB

[+]

Q

CPU(s) #4

£ 4 out of 400%
B Espedation Intermal Checks
T Desrptien
8 Authentication and Autherlzation

©  Verfy that Project robes are not comupted

@ Verity than Device rokes e nat coripted

@  Vertythat there are not orphan Device roles

©  Verfythat there are not orphan Project rofes

@ Verity tha there are not oo masy Super User ccounts
@  Verrythatthere are o Mactive accoures

O Dk Space

@®  Verkty therels encugh Seace in the MomeAsierSpace ent

®  Veriythereis encugs Space for e parquet usit

8 Expedition Settings
@  VerFythe Machine Leaming settings are vald
@ Expedition Status

@  Vertythe PanOrders agent & narwiag b accept background jobs

8 OSSettings
@  Vertythat the Lag tn flag bt MariaOB s set to ot

©  Verlyhatihe SOL Log tin flag in MarlaDB i set b off

087 outof 384 GB S 12660mof 15268t/

«Q

[Qutout

Rabes in projects: Satisbed

Reles in devices: Satisted

Jes: Satished

fes: Satintrodt

b Actousts: Satistent

ve accounts: Sathshed

Mame/userSpace is running out of space. Ony 25 GB free
Remodiation: Corsoer debeting 0ot sseful fhes or extend e unit (see How i Reslae 3
Partition using fdish)

Aara2 is nuneving oat of space. Only 2.5 GB free
C

extend N
Partition using fdish)

The ML server P s gefined a5 192. 36844, 171 The ML parquet Path is etned 1 "dataZ"

PanOrders Ager & stopped
Remediation St the zger

Log tinis OFF

sewsicn sgl_log bin b OFF \
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Resources



Resources

Palo Alto Technical Documentation
Compatibility Matrix

Applipedia

Optics Datasheet

PA Series Hardware Architectures
Cyberpedia
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https://docs.paloaltonetworks.com/
https://docs.paloaltonetworks.com/compatibility-matrix
https://applipedia.paloaltonetworks.com/
https://www.paloaltonetworks.com/apps/pan/public/downloadResource?pagePath=/content/pan/en_US/resources/datasheets/key-specs-for-paloalto-interface-transceivers
https://www.paloaltonetworks.com/resources/pa-series-next-generation-firewalls-hardware-architectures
https://www.paloaltonetworks.com/cyberpedia

Questions?



Thank You!



