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Assumptions

● You have a basic understanding of Palo Alto product offerings
● You have a basic understanding of firewall configuration and management
● You have a basic understanding of security
● You have a basic understanding of networking
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Overview
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Overview

Panorama:

● Virtual Machine or Appliance (M-Series)
○ M-300
○ M-700

● Licensing for 25, 100, or 1000 devices
● Support required (recurring cost)

Panorama Vs Firewall:
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Overview

Panorama Information:

● Plan your Panorama deployment strategy. Document
● Panorama must be the same version or higher than the highest PANOS device you wish to manage. 

Panorama can support older PANOS versions
● Panorama must have support to receive updates and patches
● Verify Panorama will manage all your firewall versions
● Estimate log storage capacity

https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/panorama-overview/plan-your-panorama-deployment
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Overview

Panorama Functions:

● Centralized configuration and deployment
● Aggregated logging with central oversight for reporting and analysis
● Distributed Administration

Panorama Models:

● Panorama mode (management and logging)
● Management-Only mode
● Log collector mode
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Overview

Icons:

Overridden from Panorama

Inherited from Panorama
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Overview
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Setup
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Setup

Panorama VM Setup:

● System Requirements
● Install the VM on your hypervisor or cloud
● Perform management interface configuration

● Configure other settings - Panorama -> Setup -> Management
● Add logging capacity as necessary
● Configure the required mode (default: Panorama Mode)
● Activate the license
● Update software and content updates
● Configure admin access

https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/set-up-panorama/set-up-the-panorama-virtual-appliance/setup-prerequisites-for-the-panorama-virtual-appliance
https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/set-up-panorama/set-up-the-panorama-virtual-appliance/install-the-panorama-virtual-appliance
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High Availability
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High Availability

Prerequisites:

● Same form factor
● Same mode
● Same PANOS version
● Same set of license
● Virtual Panorama only

○ Virtual Appliance resources
○ Unique Serial Number
○ FIPCS-CC-Mode

It is recommended to match the logging capacity of HA Panoramas but not required.
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High Availability

HA Configuration:

● Have one configured Panorama device and a peer with at least management configuration.
● Verify connectivity between Panorama management interfaces among peers as this is how 

synchronization is performed.
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High Availability

HA Configuration: Setup

milliseconds

Encryption requires you to 
export an HA Key to the peer. 
This is done in Panorama -> 
Certificate Management -> 
Certificates

Secondary peer IP Address and 
serial number
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High Availability

HA Configuration: Priority
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High Availability

HA Configuration: Path Monitoring
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High Availability

HA Configuration: Path Monitoring (Cont.)



© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

High Availability

● Commit changes to primary peer
● Repeat the above steps to the secondary peer

○ Settings must match except:
■ IP address and serial number will be of the primary peer

○ Commit changes to peer

● On the Dashboard, create an HA widget to monitor
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Firewall Management
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Firewall Management

Configure firewall for basic management

○ IP Address, subnet mask, default-gateway of management interface

Create the Device Auth Key - Panorama -> Device Registration Auth Key -> Add

Devices this 
key is valid to 

use with



© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Firewall Management

Click OK and copy the key.
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Firewall Management

Add firewalls to Panorama: Panorama -> Managed Devices -> Summary

● Manually add or bulk add with CSV
● To add with a CSV, click Add at the bottom. On the Add Device window, click import. On the 

Device Association window, click Download Sample CSV.
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Firewall Management

Manually add firewalls: Click Add at the bottom 

Add serial numbers of 
devices to import.

Generate a new key or paste 
the one you created earlier

Optional to associate devices with device 
group, template, log collector/group when 
device is added. Do not use if devices are 

already configured.
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Firewall Management

Device Association:
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Firewall Management

Configure the firewall to communicate with Panorama:

On the firewall, go to Device -> Management -> Setup -> Panorama Settings
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Firewall Management

Primary Panorama Server
Secondary Panorama Server

Auth key used when devices 
were added to Panorama above
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Firewall Management

Verify devices are connected: Panorama -> Managed Devices -> Summary
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Firewall Management

Import a configured device into Panorama: Documentation

● Get a device key
● Add the firewall
● Configure the firewall for Panorama management
● Export the configuration from the firewall
● Import the device configuration
● Commit changes to Panorama
● Push the configuration bundle to the firewall
● Push device group and templates to the device
● Verify synchronization

https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/manage-firewalls/transition-a-firewall-to-panorama-management/migrate-a-firewall-to-panorama-management
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Firewall Management

Zero Touch Provisioning: Documentation

● Zero Touch Provisioning (ZTP) is designed to simplify and automate the onboarding of new firewalls 
to the Panorama™ management server. ZTP streamlines the initial firewall deployment process by 
allowing network administrators to ship managed firewalls directly to their branches and 
automatically add the firewall to the Panorama™ management server after the ZTP firewall 
successfully connects to the Palo Alto Networks ZTP service. This allows businesses to save on 
time and resources when deploying new firewalls at branch locations by removing the need for IT 
administrators to manually provision the new managed firewall. After successful on-boarding, 
Panorama provides the means to configure and manage your ZTP configuration and firewalls.

● ZTP is supported on the following ZTP firewalls:
○ PA-400 Series Firewalls
○ PA-820-ZTP and PA-850-ZTP
○ PA-1400 Series Firewalls
○ PA-3220-ZTP, PA-3250-ZTP, and PA-3260-ZTP
○ PA-3400 Series Firewalls
○ PA-5400 Series Firewalls
○ PA-5450

https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/manage-firewalls/set-up-zero-touch-provisioning
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Device Groups
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Device Groups

Device Groups
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Device Groups

Managing Precedence:
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Device Groups

Create New Device Group

Add Firewalls to DG

If a DG requires a template, link them 
here.

Recommended
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Device Groups

Policies: Security

Shaded tan because it is inherited 
from a level above this one
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Device Groups

Policies: Security

Normal blue tint is managed at this 
level
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Device Groups

Panorama: Rule Processing Order:
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Device Groups

Policies: NAT
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Device Groups

Objects:
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Device Groups

Create a new object: Address

Make Object reside in the Shared folder

Disable the ability for someone to override this object at a lower level
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Device Groups

Moving between Device Groups:

Select the item to be moved and select              at the bottom of the page.

Other Device 
Groups



© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Device Groups

Preview Rules to be pushed to a device: Select                      at the bottom of the page 
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Device Groups

Selecting a rule target:

When creating a new rule, you can choose the target for the rule inside a device group.

Best Practice when targeting 
rules is to use audit 
comments for tracking. See 
next slide for enforcement.
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Device Groups

Enforce audit comments: Panorama -> Setup -> Management
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Templates and Template Stacks



© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Templates and Template Stacks



© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Templates and Template Stacks

Create a new template: Panorama -> Templates

Click Add at the bottom of the page
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Templates and Template Stacks

Create a new template stack: Panorama -> Templates

Click Add Stack at the bottom of the page

Select Devices

Select Templates
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Templates and Template Stacks

Templates Order of Precedence:
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Templates and Template Stacks

Template and Template Stack Variables:

To enable you to more easily reuse templates or template stacks, you can use template and template 
stack variables to replace IP addresses, Group IDs, and interfaces in your configurations. Template 
variables are defined at either the template or template stack level and you can use variables to replace 
IP addresses, IP ranges, FQDN, interfaces in IKE, VPN and HA configurations, and group IDs. 

● All variable names must start with a $.
○ Example: $pri-isp-ip

● Template stack variables override a template variable
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Templates and Template Stacks

Manage Variables: Panorama -> Templates
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Templates and Template Stacks

Create a new variable:
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Templates and Template Stacks

Template Variables CSV: 

CSV File (Export) Device Key-Value Table
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Templates and Template Stacks

Edit Variables in UI: Panorama -> Managed Devices -> Summary
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Templates and Template Stacks

Edit Variables in UI:

Template variables can be 
overridden if inherited 

from the template
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Log Collectors
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Log Collectors

To save logs to Panorama, you need to configure log collectors. These can be local or dedicated.

Panorama -> Setup -> Managed Collectors
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Log Collectors



© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Log Collectors

If Panorama is the collector (local), this is the configuration screen:

Note: After you add the serial number, commit to Panorama. Then you can add logging disks.
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Log Collectors

Check the Health Status to determine viability of Log Collector:
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Log Collectors

Log Collector Groups:

Log collector groups are used to create a logical unit of collector to collect logs from firewalls.

Panorama -> Setup -> Collector Groups
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Log Collectors
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Log Collectors

Collector Log Forwarding:
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Panorama Plugins
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Plugins

Panorama supports an extensible plugin architecture that enables the integration and configuration of the 
following capabilities: Panorama -> Plugins

● AIOps
● AWS
● Azure
● Cisco ACI
● Cisco TrustSec
● Cloud Services
● Enterprise Data Loss Prevention
● Google Cloud Platform

● Panorama Interconnect
● Nutanix
● SD-WAN
● VMware NSX
● VMware vCenter
● Zero Touch Provisioning
● IPS Signature Converter
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Plugins
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Device Deployment
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Device Deployment

Configure device deployment settings for firewalls:
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Device Deployment

Software:
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Device Deployment

Software:
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Device Deployment

Licenses:



© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Resources
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Resources

● Panorama Administrator's Guide
● Panorama Home Page
● Panorama Best Practices Guide
● Panorama Compatibility Matrix

https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/panorama-overview
https://docs.paloaltonetworks.com/panorama
https://docs.paloaltonetworks.com/best-practices/10-1/best-practices-for-managing-firewalls-with-panorama
https://docs.paloaltonetworks.com/compatibility-matrix/panorama
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Questions?
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Thank You!


