Manual Upgrade of AP Firmware

The upgrade or changing of the firmware of an AP can be accomplished from the CLI or the GUI. Below
are the steps to perform this task.

GUI:

The default login to a Ruckus AP is

Username: super
Password: sp-admin

After login, go to Maintenance -> Upgrade

Maintenance

Reboot / Reset
Support Info

There are several options to upgrade the firmware, but | am going to use Local as the file is on the local
computer. Select Local and Choose File.

Maintenance :: Upgrade
Upgrade Method: TFTP FTP Web

Target Selection: * Firmware Device Certificate

Local Options

Local File Mame: I Choose File I\lo file chosen

WARNIMG: Upgrading the firmware could take a few minutes and your
netwaork will not be available during this time. Please do NOT remave
power from your Router or Adapter until the upgrade finishes.

Perform Upgrade

You will be prompted to select the location of the file. The file format is a rcks_fw_*.bl7 where the * is
the model and revision number. An example for the R710 is rcks_fw_R710_100 2 1 0_148.bl7.



Select Perform Upgrade.

Maintenance :: Upgrade

Upgrade Method: O TFTP L FTP O Web  ® Lacal
Target Selection: @ Firmware ) Device Certificate
Local Options

Local File Name: | Choose File [rcks_fw RT1..._0_148bI7

WARNING: Upgrading the firmware could take a few minutes and your
network will not be available during this time. Please do NOT remove
power from your Router or Adapter until the upgrade finishes.

-I Perform Upgrade -I

The firmware will be uploaded to the AP.

Maintenance :: Upgrade

Loading...

WARNIMG: Upgrading the firmware could take a few minutes and your
network will not be available during this time. Please do NOT remove
power from your Router or Adapter until the upgrade finishes.

The AP will reboot and apply the firmware.

Please wait. Reboot in progress.

WARNIMG: Rebooting may take a few minutes.
Do NOT remove power from your device during this time.

We'll let yvou know when it's okay.




When the upgrade is complete, click OK.

10.10.10.100 says:

Great. I'm all done.

Please click "OK" to reconnect.

OK

Now you can login and verify the upgrade.

Status :: Device

Device Name: RuckusaP
Device Location:
GPS Coordinates:
Power Consumption Mode: 802.3at PoE+
MAC Address: 30:87:09:00:00:70
i bere
ISuftware Yersion: 3.5.1.0.419 i
Uptime: ? mins 29 secs
Current Time (GMT): Tue 5ep 12 14:52:1% 2007
CLI:

SSH into the AP and login with the same credentials as the GUI.

Username: super
Password: sp-admin

This upgrade will use TFTP for the upload, so you will need to have a TFTP server available and the
firmware to load to the AP.

Enter the following commands in the AP CLI:

fw set control **** bl7
fw set proto tftp

fw set host x.x.x.x

fw update

reboot

Where **** b|7 is the name of the firmware to upload and x.x.x.x is the IP address of the TFTP server.



Below are the commands entered for the update:

b T B T Tl T i Tl Tl

Below is an example of the upgrade process.

¢ —noout =/tmp/pub

.verify -pubin -inkey /tmp/pubkey.pem -in

tmp/signsure.bin -out

9edd1af6084Fbd7028014d5531ced7b5d4a602dd6378c63Fcd73
d1af6084Fbd7028014d5531ced7b5d4a602dd6378c63Fcd73

ED.




When the AP completes the upgrade, Use the following command to verify the upgrade:

get version

Hotzone Wi




