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Platform
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Palo Alto Networks PortfolioPalo Alto Networks Portfolio

Strata PA-Series

ML-Powered Next-Generation Firewall

App-ID | User-ID | Content-ID | Device-ID

VM-Series

Virtual Next-Generation Firewall

App-ID | User-ID | Content-ID | Device-ID

CN-Series

Containerized Next-Generation Firewall

App-ID | User-ID | Content-ID | Device-ID

Panorama

Firewall Management

Cloud-Delivered Security Services

DNS Security ADV Threat Prevention ADV URL Filtering WildFire IoT Security GlobalProtect SD-WAN DLP SaaS Security Data Lake

DNS Attack 
Prevention

Exploit, Malware, C2 
Prevention

Malicious Site & 
Phishing Prevention

Malware 
Prevention

Enterprise IoT 
Security

Mobile User Security Secure Branch 
Connectivity

Data Protection 
& Compliance 

In-line & API SaaS 
Application Security

Cloud Logging 
Service

Prisma Access

Secure Access Service Edge

FWaaS | Secure Web Gateway | ZTNA | Next-Gen CASB

Cortex XDR

Extended Detection and Response

Endpoint Threat Prevention | Endpoint Detection & Response | Behavioral Analytics | 
Managed Detection & Response

Cortex XSOAR

Extended Security Orchestration, Automation and Response

Security Orchestration, Automation & Response | 
Threat Intelligence Management

Prisma SD-WAN

Next-Generation SD-WAN 

SD-WAN

Cortex Xpanse

Attack Surface Management

Internet-Connected Asset Discovery & Mitigation 

Unit 42 Security Consulting Services

Incident Response Digital Forensics Proactive Services Exec & BoD Advisory Cybersecurity Services

Ransomware | BEC | Cloud | APT | PCI Forensics | Insider Threat | Expert 
Witness

Ransomware | BEC | Cyber Risk
Breach Assessments

vCISO | Program Design
Strategy Review | M&A 

Data Breach Response | Cyber Risk & Resilience 
Management | Incident Response Services 

Prisma Cloud

Cloud Native Application Protection Platform

Cloud Security Posture Management | Cloud Workload 
Protection | Cloud Network Security | Cloud Infrastructure 

Entitlement Management | Cloud Code Security
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              Panorama Management 

Platform Components

Security Subscriptions

            
PAN-OS

APP-ID Content-ID Device-ID User-ID

Hardware
PA-Series

Software
VM-Series / CN-Series

Cloud Service 
Prisma Access

Cloud Identity Decryption
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Hardware: PA-Series

Small Branches Network Perimeter Large Data Centers

World’s First Machine Learning-Powered Next Generation Firewall

PA-5410
43.5 Gbps App-ID

PA-5420
56 Gbps App-ID

PA-5430
61 Gbps App-ID

PA-5450
Up to 200 Gbps App-ID

PA-7050
384 Gbps App-ID

PA-3440
24 Gbps App-ID

PA-3430
20.5 Gbps App-ID

PA-3420
16.9 Gbps App-ID

PA-3410
11 Gbps App-ID

PA-7080
635 Gbps App-ID

PA-400 Series PA-1400 Series PA-3400 Series PA-5400 Series PA-5450 PA-7000 Series

PA-460
4.4 Gbps App-ID

PA-450
2.9 Gbps App-ID

PA-440
2.2 Gbps App-ID

PA-410
1.1 Gbps App-ID

PA-1420
9.5 Gbps App-ID

PA-1410
6.8 Gbps App-ID

PA-5440
72 Gbps App-ID

PA-445
2.2 Gbps App-ID

PA-415
1.2 Gbps App-ID
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Platform

Firewall Types

● Physical
○ Subscriptions (CDSS)/Bundles

■ Core Security Bundle
● Advanced Threat Prevention
● Advanced Wildfire
● Advanced URL
● DNS Security
● SD-WAN

■ Globalprotect
○ Support

● Software (NGFW Credits)
○ On Premise
○ Cloud
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Platform

Firewalls: Packet Flow

Single Pass Parallel Processing

Packet Flow Processing

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClVHCA0
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Ways to Manage
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Ways to Manage

● Console
● CLI
● Web GUI
● API
● Panorama
● Strata Cloud Manager

Management

Console
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Ways to Manage

CLI:
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Ways to Manage

Rest-API:

● You can view the full list of resources in the REST API Reference on the firewall at 
https://<IP_address>/restapi-doc.
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Configuration Management
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Configuration Management

● Candidate Configuration - Configuration before a commit
● Running Configuration - Configuration after a commit
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Configuration Management

● Commit All Changes
● Commit Changes Made by current user
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Configuration Management

Recommended
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Configuration Management

Revert candidate configuration changes:

● Remove changes made to the candidate configuration
● This is done before you commit changes
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Configuration Management

Backing up a configuration:

Export the running or named configuration 

Save a configuration by name
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Configuration Management

Restore a configuration:

Imports a named configuration (change name 
if running-config.xml) 

Load a configuration into the 
current candidate configuration
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Configuration Management

XML vs Set view:

● Exported configurations are in XML format
● XML Basics

● Set commands are used to configure a firewall via CLI or Console

View the configuration as a set command or XML format in the CLI or Console:

● "set" format:    > set cli config-output-format set
● "xml" format:   > set cli config-output-format xml

https://www.youtube.com/watch?v=XIi4u4ez0iI
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Configuration Management

XML Format (default)
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Configuration Management

Set command format: 
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Initial Configuration
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Initial Configuration

Management Interface Configuration:

● Default IP Address 192.168.1.1/24

Static IP Address

● Set new IP Address and Netmask
● Set Default-Gateway
● Set DNS Servers

DHCP IP Address

● Receive all information from a DHCP Server
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Initial Configuration

CLI Configuration for Static IP Address on Management Interface:

configure
set deviceconfig system type static
set deviceconfig system ip-address <IP_Address> netmask <Net_Mask>
set deviceconfig system default-gateway <Gateway>
set deviceconfig system dns-setting servers primary <dns-server>
set deviceconfig system dns-setting servers secondary <dns-server>
commit
exit
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GUI Configuration for Management Interface:

Initial Configuration
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Initial Configuration



© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Initial Configuration
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Initial Configuration



© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Initial Configuration

Service Routes:
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Initial Configuration
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Initial Configuration

Device Certificate: 
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Initial Configuration
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Initial Configuration
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Initial Configuration

Import the OTP: CLI
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Initial Configuration

Device Certificate Validation:
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Initial Configuration

License the firewall: Device -> Licenses
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Initial Configuration

Dynamic Updates: Device -> Dynamic Updates
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Initial Configuration

Dynamic Updates: Device -> Dynamic Updates

1.

2.

3.  
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Interfaces
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Interfaces

Interface Types:

● Tap
● Virtual Wire
● Layer 2
● Layer 3
● Aggregate Ethernet
● HA
● Decrypt Mirror 
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Interfaces
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Interfaces

Tap Interface:

Add a Zone for the 
interface
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Interfaces

vWire Interface:

Add a Zone for the 
interface
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Interfaces

vWire Interface:
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Interfaces

Layer 2 Interface: Create VLAN
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Interfaces

Layer 2 Interface:
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Interfaces

Layer 2 Interface: Single VLAN 
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Interfaces

Layer 2 Interface: Multiple VLANs

Select the Interface and at the bottom of the page select: 
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Interfaces

Layer 2 Interface: VLAN Interface
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Interfaces

Layer 2 Interface: VLAN Interface
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Interfaces

Layer 2 Interface: VLAN Interface
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Interfaces

Layer 3 Interface:

Add a Zone and VR for 
the interface
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Interfaces

Layer 3 Interface:
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Interfaces

Port Aggregation:

Needs to be Physical hardware.

Select the interfaces you want to aggregate.
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Interfaces

Port Aggregation:

Add a Zone and VR 
for the interface
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Interfaces

Port Aggregation:
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Interfaces

Port Aggregation:
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Interfaces

Interface Management Profiles:

1.

2.

3.
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Interfaces

Interface Management Profiles:
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Interfaces

Interface Management Profile: Apply to the Interface
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Zones
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Zones

Security zones are a logical way to group physical and virtual interfaces on the firewall to control and log 
the traffic that traverses specific interfaces on your network. An interface on the firewall must be 
assigned to a security zone before the interface can process traffic. A zone can have multiple interfaces 
of the same type assigned to it (such as tap, layer 2, or layer 3 interfaces), but an interface can belong to 
only one zone.

Policy rules on the firewall use security zones to identify where the traffic comes from and where it is 
going. Traffic can flow freely within a zone but traffic cannot flow between different zones until you define 
a Security policy rule that allows it. To allow or deny inter-zone traffic, Security policy rules must 
reference a source zone and destination zone (not interfaces) and the zones must be of the same type; 
that is, a Security policy rule can allow or deny traffic from one Layer 2 zone only to another Layer 2 
zone.

Intrazone - Same Zone

Interzone - Different Zone
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Zones

Zones need to match the interfaces they are protecting. (i.e. L3 Zone -> L3 Interface)



© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Zones
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DHCP
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DHCP

DHCP Server - Firewall is the source for IP Addressing

DHCP Relay - Firewall relays request to a server on a different subnet
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DHCP

DHCP Server
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DHCP

DHCP Server: Options
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DHCP

DHCP Relay:
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NAT
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NAT

Types of Network Address Translation (NAT) Policies:

Source NAT:

● Static IP - 1-to-1 translation to a defined address
● Dynamic IP - 1-to-1 translation to an address from a pool. Pool should match needs.
● Dynamic IP and Port (DIPP) - 1-to-1 translation to an address from a pool or interface. Pool does 

not match needs and multiple devices share the same IP and require a different port. Also called 
Port Address Translation (PAT)

Destination NAT:

● Static IP - 1-to-1 translation to a defined address
● Dynamic IP (with Session Disruption) - 1-to-1 translation to a dynamic IP on the destination device 

via FQDN.
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NAT

NAT Policies:
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NAT

Source NAT:
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NAT

Source NAT Example:
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NAT

Source NAT Example:
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NAT

Source NAT Example:

Static translation can be to a single 
address or a subnet of addresses. The 
subnet will translate to a 1-1 relationship. 
(i.e. 10.0.0.50 -> 100.0.0.50)
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NAT

Source NAT Example:
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NAT

Multiple ISP NAT:

● If you have multiple ISPs, you need multiple NAT policies.
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NAT

Destination NAT:
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NAT

Destination NAT Example:
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NAT

Destination NAT Example:
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NAT

Destination NAT Example:
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Objects
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Objects
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Objects

Addresses:
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Objects

Address Groups: Static
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Objects

Address Groups: Dynamic

DAG needs to be used in a Policy to populate.
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Objects

Addresses and Address Groups Use:
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Objects

Tags:

Zones Automatically populate to create tags

Ability to create custom tags
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Objects

Services:
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Objects

Service Groups:
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Objects

Service and Service Group Usage:
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Objects

Applications:
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Objects

Applications:
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Objects

Applications: Custom
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Objects

Application: Custom
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Objects

Application: Custom
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Objects

Application Groups: Static
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Objects:

Application Filters: Dynamic

Select what will be used 
to filter for applications 
(Category, Subcategory, 
Risk Level, Tag, 
Characteristic)
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Objects:

External Dynamic Lists: Predefined
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Objects:

External Dynamic List: Custom
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Objects:

External Dynamic List: Custom
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Objects

Custom EDL:

Lists must be applied to a policy to retrieve information from server.
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Objects:

Log Forwarding:
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Objects:

Log Forwarding:

Create a filter to 
select specific logs
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Licenses and Profiles
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Licenses

Subscription Licenses and CDSS

● Advanced Threat Prevention
● Advanced URL Filtering
● Advanced Wildfire
● DNS Security - Requires ATP
● SD-WAN - Requires Panorama
● GlobalProtect Gateway
● Internet of Things (IoT) Security
● Enterprise Data Loss Prevention (DLP)
● SaaS Security Inline
● Support
● Virtual Systems (vSys)
● Strata Cloud Manager / AIOps Premium
● Strata Logging Manager (Formally Cortex Data Lake or CDL) 

Part of the Core Security Bundle (CoreSec)
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Licenses

What happens when subscriptions expire: Docs Link

https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/subscriptions/what-happens-when-licenses-expire
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Licenses

Licenses:
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Profiles
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Profiles

Security Profiles:

● Predefined rules cannot be modified or deleted.
● Rules can be cloned as a starting point for a new custom profile.
● Create a custom profile from scratch.
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Profiles

AntiVirus (ATP): Antivirus profiles protect against viruses, worms, and trojans as well as spyware 
downloads.
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Profiles

AntiVirus (ATP): 
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Profiles

AntiSpyware (ATP): Anti-Spyware profiles blocks spyware on compromised hosts from trying to 
phone-home or beacon out to external command-and-control (C2) servers, allowing you to detect 
malicious traffic leaving the network from infected clients.
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Profiles

AntiSpyware (ATP): Custom
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Profiles

AntiSpyware (ATP): Custom
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Profiles

DNS Security: (ATP and DNS)
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Profiles

Vulnerability Protection (ATP): Vulnerability Protection profiles stop attempts to exploit system flaws or 
gain unauthorized access to systems. While Anti-Spyware profiles help identify infected hosts as traffic 
leaves the network, Vulnerability Protection profiles protect against threats entering the network.
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Profiles

Vulnerability Protection (ATP): Custom 
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Profiles

Advanced URL Filtering: URL Filtering profiles enable you to monitor and control how users access the 
web over HTTP and HTTPS.URL Filtering profiles enable you to monitor and control how users access 
the web over HTTP and HTTPS.
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Profiles

URL Filtering: Custom
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Profiles

URL Filtering: Credential Theft Prevention - USER-ID Required
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Profiles

Advanced WildFire: Use a WildFire analysis profile to enable forwarding of unknown files or email links for 
WildFire analysis.
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Profiles

File Blocking Profile:

● Blocks upload and download of PE files (.scr, .cpl, .dll, .ocx, .pif, .exe), Java files (.class, .jar), Help files (.chm, .hlp) and other potentially malicious 
file types, including .vbe, .hta, .wsf, .torrent, .7z, .rar, .bat.

● Blocks the same file types as the other profile, and additionally blocks flash, .tar, multi-level encoding, .cab, .msi, encrypted-rar, and encrypted-zip 
files.
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Profiles

Security Profile Groups:
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Profiles

Custom Objects:

● Data Patterns - Defines patterns used in Data Filtering profile
● Spyware - Create custom signatures to use in a AS profile
● Vulnerability - Create custom signatures to use in a VP profile
● URL Category - Create custom URL categories to use in a URL Filtering profile
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Profiles

Custom Objects: URL Category 
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Profiles

Custom Object: URL Category (Automatically added to a custom profile)



© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Security Policies
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Security Policies

Security Policies:

● Only intrazone traffic is allowed by default.
● All other traffic is denied.
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Security Policies

Parts of a rule:

● Required
○ Name
○ Rule Type
○ Source Zone
○ Destination Zone
○ Application
○ Action

● Optional
○ Tag
○ Description
○ Source Address
○ Destination Address
○ URL / URL Category
○ Service
○ Security Profile
○ Options
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Security Policies

Security Policy Actions:
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Security Policies

Create a new policy:

Recommended 
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Security Policies

Create a new policy:

All but above
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Security Policies

Address Options:

● Address
● Address Group
● External Dynamic List
● Region

○ Predefined - China (CN)
○ Custom



© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Security Policies

Create a new policy:
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Security Policies

Create a new policy:

If the added application has a 
dependency, it will show here
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Security Policies

Create a new policy:
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Security Policies

Create a new policy:
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Security Policies

Create a new policy: Profile Settings
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Security Policies

Policies: Using Tags
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Security Policies

Policies: Grouping
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Security Policies

Policy Options:
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Security Policies

Recommended Block Rules:
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Security Policies

Recommended Block Rules:
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Security Policies

Rule Usage:
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Security Policies

Applications Seen:
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Security Policies

Policy Optimizer:
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Security Policies

Policy Optimizer:
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Routing
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Routing

Disclaimer:

In this section we will cover the basic configuration of routing for a Palo Alto NGFW firewall. This is a 
basic configuration class and NOT A ROUTING CLASS! Prior knowledge of basic routing is expected and 
will be assumed during this section. Configuration of dynamic routing requires matching configurations 
on both ends of a peering and is outside the scope of this class.
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Routing
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Routing

Ways to route traffic:

● Static Routing
● Dynamic Routing

○ RIP
○ OSPF
○ OSPFv3
○ BGP
○ Redistribution

● Multicast Routing
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Routing

Static Routes:
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Routing

Path Monitoring:
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Routing

RIP:
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Routing

OSPF:
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Routing

BGP:
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Routing

Routing databases:

● Route Table (RIB) - Where all routes are stored
● Forwarding Table (FIB) - Where the route used to forward traffic is stored
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Routing

Routing databases:
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Routing

Routing databases:
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Routing

Routing databases: BGP
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Routing

Routing databases: BGP
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Policy Based Forwarding
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Policy Based Forwarding

Policy Based Routing: KB Link

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClRzCAK
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Policy Based Forwarding

Policy Based Routing: KB Link

● Create Static Routes to each ISP and set the metric of the primary lower than the secondary
● Create a Policy Based Forwarding Policy
● Create Security Policy
● Create NAT Policies

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClRzCAK
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Policy Based Forwarding

Policy Based Routing: KB Link

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClRzCAK
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Policy Based Forwarding

Policy Based Routing: KB Link

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClRzCAK
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Policy Based Forwarding

Policy Based Routing: KB Link

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClRzCAK
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Policy Based Forwarding

Policy Based Routing: KB Link

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClRzCAK
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Policy Based Forwarding

Policy Based Routing: KB Link

IP Address to monitor

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClRzCAK
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USER-ID
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USER-ID

USER-ID Concepts:

● Group Mapping - User to Group
● User Mapping - User to IP
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USER-ID

Server Profile:

Notice: Formating
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USER-ID

Group Mapping:
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USER-ID

Group Mapping:
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USER-ID

User Mapping: PAN-OS Integrated Agent (Document)

https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/user-id/map-ip-addresses-to-users/configure-user-mapping-using-the-pan-os-integrated-user-id-agent#ida08f3b63-2f96-47b2-b4af-adfe1442c2f3
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USER-ID

User Mapping: PAN-OS Integrated Agent
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USER-ID

User Mapping: PAN-OS Integrated Agent

Notice: Formating
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USER-ID

User Mapping: Windows Agent (Document)

● Install Windows Based User Agent (Document)
○ Install on a domain server

● Configure Windows Based Agent (Document)

User Mapping: Terminal Server Users

● Map individual users coming from a TS environment
● Supported TS

○ Windows
○ Citrix

https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/user-id/map-ip-addresses-to-users/configure-user-mapping-using-the-windows-user-id-agent
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/user-id/map-ip-addresses-to-users/configure-user-mapping-using-the-windows-user-id-agent/install-the-windows-based-user-id-agent#id6de73ab7-e7be-4a90-8b96-e1cd2c6a9c28
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/user-id/map-ip-addresses-to-users/configure-user-mapping-using-the-windows-user-id-agent/configure-the-windows-based-user-id-agent-for-user-mapping
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Troubleshooting
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Troubleshooting

Configuration Vs Break fix issues: Support Datasheet

● Palo Alto Support is a break fix organization.
● Palo Alto Partners are used for configuration support.

● New configurations not working are not break fix issues. Putting in a ticket for these types of issues 
will not get you a resolution.

● Break fix is based on previously functioning configuration or device that has stopped working. This 
could be due to a software upgrade, content update, bug, device failure, etc.

https://www.paloaltonetworks.com/apps/pan/public/downloadResource?pagePath=/content/pan/en_US/resources/datasheets/premium-support
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Troubleshooting

Management: License and Content/PANOS download issues

● Does the deceive have access to the internet?
● Is the device able to resolve DNS?
● Is the management interface the path to the internet?
● Did you activate the licenses or apply the authorization code?
● Do you own the license for the feature you are trying to use?
● Do you have support on the device?
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Troubleshooting

Troubleshooting tool:

Device -> Troubleshooting

● Policy Match Tests
○ Security Policy Match
○ QoS Policy Match
○ Authentication Policy Match
○ Decryption/SSL Policy Match
○ NAT Policy Match
○ Policy Based Forwarding Policy Match
○ DoS Policy Match

● Connectivity Tests
○ Routing
○ Ping
○ Trace Route
○ Log Collector Connectivity
○ External Dynamic List
○ Test Cloud Logging Service Status
○ Test Cloud GP Service Status
○ Test Wildfire
○ Threat Vault
○ Update Server
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Troubleshooting

Ping:
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Troubleshooting

NAT Policy Match:
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Troubleshooting

Routing Test:
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Troubleshooting

Monitor:
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Troubleshooting

Monitor: Traffic Logs
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Troubleshooting

Changing views for information gathering.
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Troubleshooting

Filtering Logs:

Click to add 
as a filter
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Troubleshooting

Monitor: Traffic Log: NAT Translations



© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Troubleshooting

Monitor: Threat Logs
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Troubleshooting

Monitor: URL Logs
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Troubleshooting

Monitor: Configuration
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Troubleshooting

Monitor: Unified

Multiple logs consolidated into one location
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Troubleshooting

Device -> Packet Capture
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Troubleshooting

Monitor: Session Browser
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Troubleshooting

Command Line Interface: Cheat Sheet

● show system info
● show system resources
● show running resource-monitor
● request restart system
● show user group-mapping statistics 
● show user group-mapping state all 
● show user group list 
● show user group name <group-name>
● show user ip-user-mapping all
● show routing route
● ping host <destination-ip-address>
● ping source <ip-address-on-dataplane> host <destination-ip-address>

https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-cli-quick-start/cli-cheat-sheets
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Troubleshooting

Application Control Center (ACC):
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Troubleshooting
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Troubleshooting

ACC: Filtering

Jump to logs

Local Filter

Global Filter
Click to add 
to Global 
Filter

Time Filter
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Troubleshooting

Creating a new dashboard in the ACC:
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Resources
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Resources

● PANOS Administrator Guide
● CLI Cheat Sheet
● PANOS Recommended Releases
● Security Advisories
● Applipedia
● Hardware EoL List
● Software EoL List
● Compatibility Matrix
● AIOps for NGFW
● Quick Starts and Hardware Reference
● Product Selector (Specifications)
● PA Series Hardware Architectures

https://docs.paloaltonetworks.com/ngfw
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-cli-quick-start/cli-cheat-sheets
https://live.paloaltonetworks.com/t5/customer-resources/support-pan-os-software-release-guidance/ta-p/258304
https://securityadvisories.paloaltonetworks.com/
https://applipedia.paloaltonetworks.com/
https://www.paloaltonetworks.com/services/support/end-of-life-announcements/hardware-end-of-life-dates
https://www.paloaltonetworks.com/services/support/end-of-life-announcements/end-of-life-summary
https://docs.paloaltonetworks.com/compatibility-matrix
https://docs.paloaltonetworks.com/ngfw/aiops/about
https://docs.paloaltonetworks.com/hardware
https://www.paloaltonetworks.com/products/product-selection
https://www.paloaltonetworks.com/resources/pa-series-next-generation-firewalls-hardware-architectures
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Resources

Purchasing Lab Equipment:

● Palo Alto sells equipment and software designated for testing/lab purposes. This equipment is less 
expensive than normal equipment with the same functionality. It is not for production as it has a 
different level of support.

● All customers should have a lab or mock setup for testing purposes. New configurations and 
software updates should never be introduced into production.

● This is a perfect way to learn and train on platforms without disruptions to your production 
environment.

Note: for Palo Alto Partners, this equipment is called NFR and not Lab.
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Resources

Cortex Data Lake (CDL)

Storing firewall logs in CDL provides AI/ML driven analytics to be used in AIOps vs only telemetry data to 
provide insights into your device health and security posture.

Storing firewall logs in CDL gives you an offsite repository of logs that can be accessed anywhere from 
the CDL App or Panorama.

Off site log storage allows multiple dispersed sites to log to a cloud instance instead of a single 
Panorama server at one location or multiple log collectors throughout the environment.
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Resources

AIOps:

● Install a device certificate.
● Setup CDL or Telemetry on NGFW and/or Panorama
● Send information to CDL or Telemetry
● ***** Allow 24 hours between these steps *****
● Activate your AIOps subscription in The Hub

https://apps.paloaltonetworks.com/apps
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Resources

AIOps: Free Vs Premium (ver 3.0)
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Questions?
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Thank You!


